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D CYFIRMA

DECODING THREATS

Sprdva prostredi externich hrozeb
Zachyceni skodliveho fretézce (Kill Chain)

Ovladani arizeni
Kontrolni kandl pro
vzddalenou manipulaci s
obéti

Lnevuzih
Po doruceni se kod
zbrané&/malwaru spusti na
zAkladé akce. Tim dojde
ke zneuziti zranitelného
mista.

Zbrojeni
Spdrovani skodlivého
kodu s obéti k vytvoreni
zZbrané (jeden kus
malwaru)

Akce v cili
Diky pfistupu ,,s rukama
na kldvesnici'* mohou
Uto&nici dosadhnout
svého cile.

Nasazeni
Pfenos zbrani/malwaru do
cile (napft. prostrednictvim
e-mailu, proniku,
spoofingu, phishingu atd.)

Instalace

Zbran nainstaluje
malware do systému.

Pruzkum
Skenovdani prostredi nebo
ziskavaniinformaci z
rdznych zdroju

Posunem dole Vv ad odnhaite hrozbu ve skodiivém fetézci co nejdfive.
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CYFIRMA | HIGH GROWTH PLAYER IN EXTERNAL CYBER-THREAT LANDSCAPE MANAGEMENT

Founded in 2017 by ex-government cyber
intelligence head and CISO

N
@ Al/ML enabled, cloud native Saa$ products

— DeCYFIR and DeTCT

o Won multiple renowned awards garnering
AN global industry recognition

Established player in Japan; displaced
larger competitors at Fortune 100 customers

5 >100

Region Presence GB Data analyzed

(Singapore, Japan, every 8 hours
India, US, EU)

©

Threats analyzed Predictive
and prioritized!

HITACHI @

Inepire the Next S Mitsubishi Corporation TOSHIBA g garu
Referenceable

FO”U ne 500 Clients \\Orchestrating a brighter world
NEC NTTDAaTa TOPPAN

NTT DATA INTELLILINK Corporation
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aws partner v accelerate D u ‘\Orchestrating a brighter world NTT DaTa
network | SV acceier « IGITAL TIEARTS NEC NTT DATA INTELLILINK Corporation
Trusted 0o
Partnerships |||I|(|W
@TeCh - PRIANTO
Information |n|BgriT‘;’ Redefining Distribution
Backed by

Z3Partners

Marquee Investors

ZODIUS

1.79mn+ 203+ 100+

~USD 2.4bn

Tangible & Intangible
losses avoided!

Clients avoided
financial, reputational &
productivity damage'

Advisory Release?
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/‘ Last Twelve Months (Apr'21 — Mar'22) | 2 Specific warnings where cyber attackers are actively looking to attack the client
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DECYFIR OVERVIEW
DISCOVER AND ANALYZE THREATS TARGETING CLIENTS TO PROVIDE 6 VIEWS OF INTELLIGENCE

Covering 6 views of intelligence
on ONE platform

Automatic collection of

public / private data Analytics on the date collected

« Millions of public information sophiscicated & @ o
» Collection of hackers . . @
convestation by proprietary @ propriefary Al/ML engine

agent program

— Generafe personized, ATTACK SURFACE SITUATIONAL
surface web ?© predicitve, multilayered DISCOVERY AWARENESS
I (the Internet) Q insight
* News blog
« SNS . o
. OSINT Provide CT[Vlo - Q@
1 | DeCYFIR with unique
threat intelligence report
Deep/Dark VULNERABILITY DIGITAL RISK
web INTELLIGENCE PROTECTION
SN
7 N
’ {
Hackers \ /
community Y/
(closed) DECYFIR BRAND CYBER
INTELLIGENCE INTELLIGENCE
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CYFIRMA

DECODING THREATS

Japan | Singapore | India | USA | EU

/IVA UKAZKA

www.cyfirma.com
www.cyfirma.jp



LICENCOVANI

v Vzdy formou prondjmu na 12 nebo 36 mésicu

v Licencuije se platforma DeTCT nebo DeCYFIR
v Vzdy je soucCdasti hlavni doména
v Vzdy jsou soucCasti klicova slova

v Doplnkove sluzby:
v VCasné varovani (Early Warning)

v Dodatecné vysetrovani / informace (RFI - Request for
Information)

v Take Down Service - Formou predplacenych balicku
v SLA od FreeDivision

v Specidlni cenové balicky vyjednané pro CR



ROZDELEN| PLATFOREM

Platforma DeTCT:

v Uréeno pro vetsinu organizaci

v’ Stejné vysledky / ndlezy jako v DeCYFIR

v Jednoduchy a srozumitelny nastroj pro mensi tymy

v’ Vzdy pouzité v PoC - onboarding az po domluveném
terminu prezentace

Platforma DeCYFIR:

v Urceno pro holdingové zdakazniky

v Urceno pro analyfické tymy

v Moznost sledovat vice podnikU v rdmci jedné platformy

v Pro PoC pourzité v pripade, Zze ma prilezitost vahu, vzdy se
zacCina DeTCT



REFERENCE V CR

v CPI

v CTP Invest

v Akademie véd CR

v FN Motol

v Vojensky technicky ustav
v Vojenské lesy CR



KLICOVE VLASTNOSTI

v Komplexni nastroj

v Konfinudlni provoz 24/7/365

v Komplexni sken zranitelnosti zvenku - bez agentu
v Moznost odhalit utok jiz ve fazi pripravy

v Monitorovdni klicovych osob a dodavatelu

v' Ziskani Casu pro napravu

v Prijemnad startovaci cena



PRUBEH POC

v Zaijistit termin prezentace vysledku

v Bez soucinnosti zakaznika

v Standardné do DeTCT

v Staci pouze sdélit domenu napr. Freedivision.io

v Qveéreni, ze domeéna se pouziva | pro email

v Vysledky za cca do 7 dni

v Moznost zpresnit PoC pomoci definice klicovych slov
v Moznost predat pristupy do platformy zakaznikovi
v Vyhodnoceni

v Prezentace obsahu nabidky

v Moznost pripojit do FreeDivision.io
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